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Research Statement

r Provide a framework for data privacy



Motivation

■ Increase data minimization

▶ Maintain sensitive data control while preserving
analytical value

→→ provide a privacy-preserving cloud alternative

→→ use cases: fitness trackers, healthcare applications,
advertisements, ...



RelatedWork

■ The SOLID Project1

■ Federated and Distributed Query Processing [1, 2]

■ Differential Privacy [3], PINQ [4]

■ Encrypted Query Processing [5]

1https://solidproject.org/



Our Decentralized Infrastructure

▶ Local computation of partial analytical aggregations

→→ better data minimization and resource consumption



Research Questions

1) How can we build and specify a privacy-preserving
decentralized data architecture?

2) How can we enforce privacy constraints in an efficient
and secure way?

3) How can we build trust in our infrastructure?



Framework



Declarative Language

■ SQL privacy constraints to be applied at the parsing
stage or periodically within centralized views

CREATE DECENTRALIZED TABLE Workouts (
workout_name VARCHAR( 100) NOT NULL ,
user_ id INT RANDOMIZED ,
s ta r t_ t ime TIMESTAMP ,
duration_minutes INT ,
l oca t ion_ id INT MINIMUM AGGREGATION 5 ,
average_heart_rate INT SENSITIVE ) ;



Streaming Semantics

■ Asynchronous, unordered operation mode

→→ window-based streaming aggregates

→→ requirement of abstractions (Dataflow model [6])

■ Declarative keywords for expiration time of tuples and
windows,minimum completeness

■ Need of a privacy-preserving incremental processing
infrastructure



Privacy-Preserving IVM



Secure Query Processing

■ Data should be hidden while performing
privacy-preserving incremental computations

■ How to protect data in use?

1) Secure enclaves

2) Multi-party computation



Intel SGX 2

■ An enclave is a secure container
for applications and computations

■ Data resides encrypted on disk,
while the DBMS resides in
encrypted memory

■ 1.2x overhead performing
analytical workloads

■ More secure hardware solutions
to be explored



Multi-Party Computation

■ We propose TVA [7], MPC system for secure analytics on time series



Implementation

■ DuckDB1 extension modules:

▶ OpenIVM

▶ Differential Privacy

▶ SQL-to-SQL compiler

■ SGX porting

1https://github.com/duckdb/duckdb



Future Research

▶ Query planning, scheduling & optimization

▶ Semantics and formalisms for data privacy

▶ Efficient IVM techniques in the MPC framework

▶ Decentralized architecture testing
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